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WHAT IS CLAIMED IS: 




method of simulating connection characteristics of a 
n'etwork, comprising: 
5 providing a driver capable of accessing a stream of network 

packets; 

calculatirig a send time for each of the network packets; 

sequencinathe network packets in a queue until the 
respective send times to simulate a desired propagation connection 
10 characteristic; \^ 

altering the strea>r) of network packets to simulate an 
additional connection characteristic of the network. 

2. The method of claim 1 V/herein the propagation connection 
15 characteristic is at least one of: (a) baridwidth; (b) transmission delay. 

3. The method of claim 2, wherein the additional connection 
characteristic of the network is at least one V: (a) loss of a network 
packet; (b) fragmentation of a network packek (c) reordering of at least 

20 two network packets; (d) duplication of a netwo)^ packet; (e) network 
address translation of a network packet having ampriginal network 
address. 

4. The method of claim 2, wherein simulating^ desired 
25 bandwidth comprises: 

determining a length of a network packet; 
calculating the send time for the network packet V(sing the 
network packet length to simulate the desired bandwidth. 
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(f> X 5. Thte method of claim 2, wherein simulating a desired 
transmission de^y comprises adding the desired transmission delay to the 
send time. 
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6. The metnod of claim 3, wherein altering the stream of network 
packets to simulate the^ network address translation of the network packet 
comprises: 

generating dysimulated network address for each new 
connection; and 

mapping the orbinal network address to the simulated 
network address for each netWork packet. 
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7. The method of clairrvS, wherein the simulated network 
address is generated randomly. 

8. The method of claim 3, vO^ierein altering the stream of network 
packets to simulate the loss of a netwoVk packet comprises: 

determining a packet dropping frequency; and 

deleting the network packet at the packet dropping frequency. 

9. The method of claim 3, wherein jaltering the stream of network 
packets to simulate the fragmentation of the network packet comprises: 

determining a packet fragmentationVrequency; 
separating the network packet into a p^lurality of new network 
packets at the packet fragmentation frequency; 

dividing data contained in the network piicket; and 
distributed the divided data between the new network packets. 
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10. tfee method of claim 9, further comprising creating headers for 
the new networl< pacl^ets. 

1 1 . The rnethod of claim 9, wherein the divided data is distributed 
5 disproportionately between the new network packets. 

12. The method of claim 3, wherein altering the stream of network 
packets to simulate the reK)rdering of at least two network packet 
comprises: \ 

10 determining a pjKjket reordering frequency; and 

changing an ordet of the at least two network packets within 
the network packet stream at tnfe packet reordering frequency. 

1 3. The method of claim 3y wherein altering the stream of network 
1 5 packets to simulate the duplication of the network packet comprises: 

determining a packet duplication frequency; and 
generating a copy of the network packet at the packet 
duplication frequency. \ 

20 14. The method of claim 2, whereinValtering the stream of network 

packets comprises changing a network addre\^s of each client connection. 

1 5. The method of claim 1 , wherein the driver is implemented in 
an intermediate layer between an upper layer and a^lower layer. 

layer processes 
brk packets onto a 



25 



16. The method of claim 15, wherein the upp« 
the network packets and the lower layer places the net 
physical media of the network. 
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17. A method of altering a network packet having an original 
network address, comprising: 

providing a driver capable of accessing a stream of network 
packets; \ 

5 mapprrig the original network address to a simulated network 

address to create an address-modified network packet; and 

modifying^ an additional connection characteristic of the stream 
of network packets. 

10 18. The method declaim 17, wherein the mapping is performed 

using a two-way mapping talsle. 

19. The method of clai\i 18, wherein the two-way mapping table is 
a two-way hash table. 
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20. The method of claim 19,Nwherein the mapping uses a two-way 
output hash table, a two-way input haskj table and a hash information 
repository. 

20 21 . The method of claim 18, whereho the mapping uses a two-way 

output mapping table if the network packet is bieing transmitted and a two- 
way input mapping table if the network packet ik being received. 

22. The method of claim 17, wherein the additional connection 
25 characteristic is at least one of: (a) packet loss; (b) packet fragmentation; 

(c) packet reordering; (d) packet duplication; (e) banc(width limitation; (f) 
transmission delay. 

23. A network simulation system, comprising: 
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modification module capable of accessing a network packet, 
comprising: \ 

\ an addressing module that replaces an original network 
address of a network packet with a simulated network address; and 
5 a propagation module that alters a propagation 

connection characteWic of the network packet. 

24. The network simulation system of claim 23, wherein the 
propagation connection cnaracteristic is at least one of: (a) bandwidth; (b) 

10 transmission delay. \ 

25. The network simulatHbr^ystem of claim 23, wherein the 
addressing module further comprise^s a two-way mapping table that maps 
the original network address to the snriulated network address. 
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26". The network simulation systrnn of claim 23, wherein the 
modification module further comprises a sequence module that alters a 
second connection characteristic of the netwVk packet. 

20 27. The network simulation system of claum 26, wherein the 

second connection characteristic is at least one of:\(a) packet dropping; 
(b) packet fragmentation; (c) packet duplication; (d)TDacket reordering. 

27. The network simulation system of claim 23,Vjrther comprising 
25 a queue module that stores the network packet for a perioa of time. 

28. The network simulation system of claim 27, wheVein the 
packet queue includes an input queue that stores the network packet if the 
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cet is being received and an output queue that stores the networl< 
packetl^th^acket is being transmitted. 



29. The networkstmulation system of claim 23, further comprising 
5 a transmission module that removes^th^etwork packet from the queue 

module at a specified time. 

30. The network simulation system of claim 29, whereiMjie 
specified time is a send time that is determined by the propagation mddute. 
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